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Information Gathering / OSINT
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Google Hacking Database (GHDB)
https://www.exploit-db.com/google-hacking-database/

EXPLODIT -
DATABASE

Google Hacking Database (GHDB)

- 1&FE
site:co.jp filetype:log
site:co.jp "index of" config
site:co.jp inurl;wp-includes
GoogleZ=FIfA LItk iRzt AhiERRENTVS Y- ~

BY- hEERETDIET. FRRAVWFOREN VN EOHFRE(SEA
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Fierce Domain Scan

e DNSADEWLEHEEBEE Y SPerldY—)L (Z2UT )
e Kali Linux [C/V FIL

&R B A ODNSH — /) ERFR L. T UMSRICIHE
HER R A DDNSH — ) I — IR E Bk
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= L b=

= BHEH (KA >8)

# fierce -dns example.com -wordlist hosts.txt

= Rt (IPP RLR)

# fierce -range 10.10.10.0-255 -dnsserver nsl.example.com
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PTF (Penetration Testers Framework)
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8F) LY RMPYTFIR ccoceararmsmyrrmnzs,

# git clone https://aithub.com/trustedsec/ptf.qit
# cd ptf
# . /ptf

» Ea—ILOFET

| ptf= show modules

F ETOESI-ILES A =Ty I T4 aES

| ptf> use modules/install_update_all

P BTOED =T A =l Py T T = - FameE

ptf = use modules/post-exploitation/john

ptf:{modules/post-exploitation/john) > install
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» ERAFvHA4T
1. TCPIB#AFv> (-sT)
2. TCP SYNAFv> (-sS)
3. UDP ZF+ > (-sU)

Nmaplc kB R—bFXAFv>

MMAP, ORC

> TOMDAFv 5917

. TCP FINZ=F+> (-sF)
TCPOURARAW —ZFv> (-sX)
TCP Null 2=+ > (-sN)

TCP Ack A3+ > ( -sA)

TCPI 1 2 KO ZAFv+ > (-sW)

TCP RPCAF+ > (-sR)
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Shodan
https://www.shodan.io/

The search engine for Buildings
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H%E?)l& : ATT & CK by mrTrE

® ATTACK = Adversarial Tactics, Techniques, and Comman Knowledge model
e INBEHRMMBFL, WPl CElienic Ly 2i—4 e
e Sy
e MITREHN'FHIFE, 20135F9F L D40 / N\
® Post Exploit (C5—5'w bEBEWNCZ I L—AD—2 |ATT&CK|
® https://attack.mitre.org/
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Recon Weaponize  Deliver Exploit Defence Evaslon
¥ . = Ww Credential Access
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Effect
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ﬁJ Stonebeat Security

imy 2 : Operation Aurora ZEH
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